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Background of the study
Technology has for a long time been part of teaching and learning as a tool to enhance education 
(Leidner & Jarvenpaa 1995; Owston 1997; Papert 1973). In today’s fast-paced environment and 
perpetual advances in technology, mobile computing devices are the order of the day. The 
increased penetration of smart phones and their ownership among the youth within the 
decade, sees more attention being drawn to smart mobile devices over desktop computers as 
compared to the past decade. Educators globally are emphasising the need for students to 
become more creative by incorporating digital tools and the Internet to enhance learning 
(Pegrum 2009). This increase in smart phone ownership among the youth, particularly in 
students, has seen universities in developing countries taking notice and capitalising on this to 
enhance learning. Students are allowed to bring their own smart mobile devices to class to use 
on the institution’s network for learning in a practice called ‘bring your own device (BYOD)’. 
Smart phones have almost the same computing capabilities as desktop computers and some 
extra features such as voice and video recording, digital camera and other applications that can 
be used to enhance learning.

Though BYOD has been accepted and is being used to enhance student motivation and learning 
in tertiary institutions in developed countries (Akin-Adetoro & Kabanda 2015; Attewell 2005; 
Sweeney 2012), the current body of knowledge reveals limited knowledge about the extent of 
BYOD readiness and its adoption rates in developing countries. In South Africa, in particular, the 
concept of BYOD has not been widely explored and there are limited studies indicating the 
implementation and the extent of BYOD in the education sector. Furthermore, current research 
studies have been focused on e-learning tools and m-learning, and not addressing how universities 
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in South Africa can capitalise on the increased ownership of 
mobile devices by students to maximise learning by allowing 
these devices in classrooms and learning activities. This 
article will first discuss the notions of BYOD, BYOD in 
developing countries, BYOD challenges and concerns for 
education, BYOD challenges and countermeasures for 
education and BYOD factors to consider. The article also 
discusses the theoretical approach to the study, research 
methodology, results discussion, and study conclusions.

Bring your own device concepts
Though definitions of BYOD differ based on whether it is 
used in the context of work or education, its core purpose is 
to take advantage of user-owned smart mobile devices to 
maximise productivity. In the context of a work environment, 
BYOD refers to the practice that allows users to complete 
tasks in their organisations by using their personally owned 
devices and technology to connect to, access data or complete 
tasks from the organisation’s network (Afreen 2014). When 
the purpose is primarily focused on the use of personally 
owned devices to facilitate personalised teaching (Kong & 
Song 2015), BYOD is defined to be in line with education. 
Bring your own device is defined as the strategy that uses 
student-owned mobile communication devices (MCDs) to 
enhance learning (Norris & Soloway 2011; Wittman 2011). 
These MCDs come embedded with different integral features 
and apps to use anywhere and anytime and can also be used 
for the purpose of learning. Bring your own device can also be 
defined to accommodate both working and learning contexts. 
In such a case, and as the adopted definition for this study, 
BYOD refers to ‘the practice of people bringing their own 
laptops, tablets, smart phones, or other mobile devices with 
them to learning or work environments’ (Johnson et al. 2016).

Bring your own device in developing countries
Bring your own device is a global phenomenon (Cisco 2012). 
Countries in the most developed regions have adopted and 
deployed trusted BYOD models (Attewell 2005; Sweeney 
2012). Developing countries are adopting BYOD at high 
rates, while the least developed countries have not fully 
understood this paradigm shift (Akin-Adetoro & Kabanda 
2015). Within the information systems circle, there have been 
a lot of research studies on technology adoption, yet few of 
those have contextualised themselves to suit the investigation 
of technology adoption in developing countries (Akin-
Adetoro & Kabanda 2015). Africa is a continent that houses 
the least developed countries that suffer from low levels of 
human development and extreme poverty (Tekin 2012). It 
experiences challenges in getting integrated into the global 
economy as it lacks basic infrastructure like roads, electricity 
and telecommunication (Goedhuys, Janz & Mohnen 2013). 
There is, however, hope for BYOD adoption even in this 
region, as it has been proven that mobile devices have 
increasingly become more affordable over the years.

In the case of South Africa, the economy expanded by only 
0.3% in 2016, largely owing to sharply lower output in the 

agriculture, mining and electricity sectors (IDC 2017). However, 
the number of mobile phone connections in South Africa was 
at 85.53 million in 2016 (Shezi 2016). According to Ford and 
Botha (2010), the mobile device is the most widespread 
computing device among South African youth. This presents 
an opportunity for BYOD in South Africa; however it is also 
essential to consider the challenges and concerns of BYOD in 
education, presented in the next section.

Bring your own device challenges and concerns 
for education
In an academic institution, security is not the main challenge 
but a critical concern to be considered. This is because it is 
difficult to monitor so many student mobile devices in one 
place (Hockly 2012). The following are some of the concerns 
for BYOD in education:

•	 Equity – Traditionally, institutions provide learning 
technology to students, whereas BYOD allows students 
to bring their personally owned devices, creating an 
imbalance as some students cannot afford these devices. 
This causes more affluent students to have an unfair 
advantage over their classmates (Stavert 2013).

•	 Classroom management – Effective classroom management 
is a requirement for effective education (Korpershoek 
et al. 2014). With many different mobile devices in one 
classroom, it is difficult to manage the proceedings in a 
classroom-based setting.

•	 Not the best tool for the task – BYOD may not be the ideal 
technology for education regardless of the praise it gets; 
for example, a BYOD model that enables student’s choice 
of device does not have personalised learning as its focus 
is not to provide each student with the best device for 
learning but rather whatever their families can afford 
(Dixon & Tierney 2012).

•	 IT infrastructure and support – The challenge with moving 
from an ‘already-in-place’ technology to an ‘unknown’ 
one is the inadequacy of the IT infrastructure and support.

•	 Bandwidth capacity – The worry with many mobile 
devices in one area attempting to all gain access to the 
network is bandwidth exhaustion (Mansfield-Devine 
2012).

•	 Cost – It is not clear whether BYOD reduces financial costs 
or not. However, some research studies argue that the 
objective of BYOD is not to save money (Sliep 2014); it 
should be about delivering education in new ways 
(Sweeney 2012). The reality is that even though BYOD 
sees institutions providing fewer technologies and 
devices for students, ‘it does not ipso facto outweigh the 
cost for upgrading the IT infrastructure’ (Sliep 2014).

In order to successfully adopt and implement BYOD for 
education, there are countermeasures to address these 
concerns and they are discussed in the next section.

Bring your own device challenges and 
countermeasures for education
Regardless of the challenges already discussed, there is 
still a huge potential for BYOD adoption if the proper 
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countermeasures are in place. Below is a discussion of these 
countermeasures:

•	 Mobile device management (MDM) – The MDM tool 
helps the organisation to fully control the devices which 
are generally supported by application programming 
interfaces (APIs) of smartphones (Ghosh, Gajar & Rai 
2013). Mobile device management suites function like 
that of a PC’s configuration life cycle management 
(PCCLM) and provide a secure mobile environment.

•	 Device neutral assignments (DNA): As a countermeasure to 
the issue of different learning platforms, DNA should be 
created. Device neutral assignments refer to lessons that 
can be deployed to any device (Campo 2013).

•	 Deploy the appropriate model for your school: Researchers 
(Dixon & Tierney 2012; Stavert 2013; Sweeney 2012) 
summarise BYOD models as: (1) tightly controlled models – 
where students are given the same laptops with the same 
functions and pre-defined materials, (2) limiting devices 
based on pre-defined requirements models – where the 
institution actually specifies the requirements for the 
mobile device that the student may bring to class and 
(3) accepting any Internet-ready mobile device models – 
where students get to bring their own choice of device as 
long as it can be used for learning and has Internet access.

Bring your own device adoption factors to 
consider
Though adoption of BYOD in the most developed countries 
is at higher levels, not all BYOD implementations are a 
success (Emery 2012). How much worse is it in countries 
where technological innovations are not as advanced? Most 
universities in developed countries such as the United States, 
Australia and New Zealand have already adopted and 
implemented BYOD (Afreen 2014; Dedeche et al. 2013). It is 
imperative therefore that careful consideration of BYOD in 
tertiary education be made for successful adoption of BYOD. 
There are four categories of factors to be considered when 
developing an institution-wide strategy to address the 
utilisation of BYOD. These are policy development, data 
security, user education and mobile-learning (m-learning):

•	 Policy development: The starting point for any school 
wishing to embrace BYOD is defining an acceptable use 
policy (AUP) (Intel Education 2014). This policy should 
address issues such as which devices and applications 
will be or will not be endorsed on the BYOD platform. 
It further involves considering and managing other sub-
factors such as authorised use, prohibited use, systems 
management, policy violations, policy reviews and 
limitations of liability (Emery 2012). Many education 
institutions have allowed some form of BYOD in their 
campuses mostly in the form of network access control 
(NAC), without implementing a proper BYOD AUP 
(Afreen 2014). The development of a BYOD AUP must 
directly involve users so that central IT can have high 
visibility into devices at the institution and how they are 
being used (Mansfield-Devine 2012).

•	 Data security: Data security is the most critical factor 
to consider as a measure to support and protect data in 

an institution-wide BYOD environment. Data security 
involves consideration of sub-factors such as unauthorised 
access to data stored on the organisation’s network, 
attacks from malicious software and the ability to 
impersonate the user (Markell & Bernik 2012). Mobile 
devices can be a gateway to an organisation’s private data 
if appropriate precautions are not taken in advance. This 
is confirmed by a NowSecure report in 2016 that 35% of 
communications sent by mobile devices are unencrypted, 
business apps are three times more likely to leak log-in 
credentials than the average app and that games are 
one-and-half times more likely to include high-risk 
vulnerability than the average app (Now Secure 2016). 
In ensuring that mobile devices are secure, sub-factors 
such as segregating the data, prompting users to register 
their devices, enabling remote access to devices and 
implementing data encryption should be considered.

•	 User education: User learning explains factors involved in 
the user learning to use mobile devices in a BYOD 
environment within the institution. These include social 
media usage, personally identifiable information, strong 
passwords and privacy settings (Intel Education 2014). 
User education is concerned with educating users on a 
new innovation and how to make use of the innovation.

•	 Mobile-learning: BYOD in education is a practice inspired 
by the concept of m-learning. The term m-learning is 
applied to learning exploits using handheld computing 
devices (Botha, Herselman & van Greunen 2010). It 
explains education that involves the use of mobile devices 
anywhere and any time (Kraut 2013). As a base for BYOD 
in education, m-learning practices must be considered, as 
the BYOD concept is almost the same and is an extension 
of m-learning. Mobile-learning was established to enable 
learners to access learning content using mobile devices 
even beyond the classroom environment. Bring your own 
device adopts the same concept and allows smart mobile 
devices which have added capabilities, such as video and 
audio recording, global positioning and other apps, to be 
brought into class for learning purposes.

Theoretical approach
Studies that address technology adoption are not new. Several 
other studies on BYOD adoption have been conducted to 
address the concept of BYOD in higher education. For 
example, one study focused on BYOD in higher education, 
exploring opportunities and challenges (Afreen 2014), and 
another focused on BYOD future classroom lab (Attewell 
2005). However, these studies focus on BYOD adoption 
in developed countries; only a few studies have been 
contextualised to cater for investigations of technology 
readiness and adoption in developing countries, particularly 
in the South African context. On this note, the study uses the 
technology–organisation–environment (TOE) (Tornatzky & 
Fleischer 1990) in conjunction with the diffusion-of-innovation 
(DOI) (Rodgers 2003) theories to identify BYOD readiness 
factors that could affect its adoption in developing countries.
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The TOE theory is useful in this study because of its flexibility 
to select specific variables to assess its factors. Technology–
organisation–environment describes the contexts that 
influence the organisation’s adoption of an innovation. These 
are the technological context, organisational context and 
environmental context. Of the three contexts, more focus is 
placed on the organisational and technological contexts as 
the study’s objectives are to ascertain a university’s readiness 
for BYOD adoption based on technology and organisational 
readiness.

The DOI theory is concurrently used with TOE, given its 
wide application to address technology adoption at both 
enterprise level and user level. Certain uncertainties may 
arise in the process of diffusion and these may affect the 
adoption process of the innovation (Rodgers 2003). The DOI 
theory comprises five attributes of innovation that help 
address these uncertainties but only the following three are 
used in the study: (1) Relative advantage – which addresses 
an extent by which an innovation outperforms the product or 
services it replaces (Rodgers 2003). Bring your own device 
offers flexibility and mobile devices are portable to carry 
anywhere and any time which is an advantage as compared 
to desktop computers. (2) Compatibility – which addresses 
how an innovation is perceived as being consistent with 
existing values, past experiences and needs of potential 
adopters. In the case of this BYOD for education, the practice 
is not meant to entirely replace desktop computers, but it is 
meant to be an added technology to be incorporated to work 
in unison with the existing technology for the sole purpose of 
learning. (3) Complexity – which addresses the difficulty in 
understanding and using the new technology. One of the 
most notable advantages of BYOD is its flexibility and ease 
of use as users use their own devices that they are already 
familiar with, meaning that it will not be too steep a task to 
use even for learning purposes.

Methodology
The study is interpretive in nature and aims to elicit the 
understanding, experience and perceptions of the participants 
on the identified factors around the readiness of an institution 
they are in to adopt BYOD as part of academic processes. 
This paradigm was found the most suitable for this study’s 
purpose as it helps to focus on fresh, complex and rich 
descriptions of the phenomenon as it is concretely lived 
(Finlay 2009), and it further facilitates the understanding 
of people’s perceptions towards events that are external to 
them (Collins & Hussey 2003; Leedy & Ormrod 2001). They 
employed a multi-method qualitative research approach, 
within a single-case study, based on the fact that most 
variables explored are behaviour related in nature. Qualitative 
research techniques are used to capture people’s viewpoints, 
subjective explanations, emotions and dynamics, and 
observations in an environment (Malterud 2012). Data were 
collected using multi-method collection, which included 
interviews and questionnaires with the qualitative study 
paradigm, in a South African university based in Gauteng 
province. This article presents questionnaire findings which 

focused mostly on gathering data on the organisational 
and technological aspects of BYOD as underpinned by the 
adapted TOE & DOI constructs. Purposive sampling methods 
were used to select the study participants. A total of 
50 questionnaires were distributed among students, academic 
staff and IT personnel, and out of the 50 participants, only 28 
interviews were conducted. Table 1 shows the distribution. 
The data analysis followed the qualitative data analysis, 
wherein a thematic analysis technique (Braun & Clarke 2006) 
was employed to effectively analyse data collected, within 
the constructs of the conceptualised theoretical framework 
underpinning the study.

Results
The findings indicate the recognition of the conceptualised 
readiness factors for BYOD adoption in a South African 
university, where a priori factors analysed were suitability, 
discipline, accessibility, relevance, implementation, allowance, 
strategy and readiness. The summary of findings on key 
readiness factors of BYOD is presented in Table 2.

As depicted in Table 2, 78% of the entire 50 participants 
indicate Suitability, which refers to the aspect of how 
convenient, conducive and simple mobile devices are when 
used for learning purposes. This number shows a positive 
result in that participants feel that their devices are suitable 
enough to be used as a tool for learning. When it comes to the 
element of Discipline, the findings indicate that participants 
are not disciplined enough to use their smart mobile devices 
during class time, as indicated by the low total of 28%. This 
result is influenced by there being no policy to govern the use 
of smartphones for students, resulting in students secretly 
using their devices during class time. Because there is no 
policy to govern the use of these devices during class time, the 
secret use causes disturbances to lectures and loss of focus, 
whereas if there was a policy, this could be controlled. In 
addition, a significant 70% indicates participants’ perceptions 

TABLE 2: Bring your own device parameters by sample population.
Factor Participants Average 

indicator (%)Students Academic staff IT staff

Suitability 30 6 3 78
Discipline 10 2 2 28
Challenges 25 7 3 70
Accessibility 32 8 4 88
Relevance 20 5 3 56
Implementation 15 4 2 42
Allowance 19 8 4 62
Strategy 33 9 4 92
Readiness 27 7 3 74

IT, information technology

TABLE 1: Research participants.
Participants Questionnaires Interviews

Students 35 18
Academic staff 10 5
IT personnel 5 5
Total 50 28

IT, information technology

http://www.sajim.co.za


Page 5 of 6 Original Research

http://www.sajim.co.za Open Access

on the Challenges that BYOD could pose. This number is 
influenced by a number of issues which include there currently 
being no policy for BYOD, there are limited subjects that 
can be viewed or learnt on smartphones and tablets as their 
computing power is low compared to desktop computers, 
the monitor size is small, they cause disturbances in class 
when they ring, they get lost, there is bandwidth exhaustion, 
they are vulnerable to hacking and many other challenges. 
However, regardless of these challenges, the findings reveal 
that academic staff and IT personnel are already in possession 
of tertiary-provided smart mobile devices and use these on 
the institution’s network.

Moreover, the element of Accessibility explains the actual 
access to these smart mobile devices, and the ownership of 
these devices. A significant 88% of participants have access to 
these devices. The findings reveal that some own more than 
one device and use these to conduct school work as well. This 
is a positive result because as accessibility increases, chances 
of BYOD adoption also increase. This is influenced by the 
high smart mobile device penetration among the South 
African youth. Furthermore, the Relevance element was 
analysed to assess the current technological set-up in terms 
of its being relevant to support BYOD. About 56% of 
participants believe that the current technology can hold 
BYOD and is relevant enough to handle the transition should 
there be one. This number is a little over 50%, which is an 
indication that the current technology can support BYOD, 
but it is also an indication that upgrades would be required.

The Implementation element, on the contrary, was meant to 
establish if smart mobile devices should be implemented 
as a permanent part of learning. The findings reveal that 
only 42% want smart mobile devices to be implemented as 
a permanent part of learning. This number is lower than 
50%, which shows a low response in terms of enthusiasm, 
and it is influenced by the challenges stated earlier. This, 
however, does not mean that participants discredit smart 
mobile devices, but these could be incorporated with 
current technologies used for learning so as to get the best 
of results. The Allowance element was analysed to establish 
the element of users being allowed to use their own or 
tertiary-provided smart mobile devices. The findings show 
that a combined 62% of participants concur with using their 
own devices. The Strategy element was analysed to establish 
the best method that would need to be employed in the 
adoption of BYOD. The findings reveal that 33 out of 35 
students think the best strategy would be for the institution 
to capitalise on the fact that almost all the students are 
already in possession of smart mobile devices and should 
be allowed to bring them for use in class for learning. The 
findings also show that 9 out of 10 academic staff believe 
that smart mobile devices allowed onto the institution’s 
network should meet certain requirements specified by 
the institution. This is because academic staff use tertiary-
provided smart mobile devices which match requirements 
specified by the institution for their work. Four out of five 
IT personnel also believe the same. A combined 92% reveal 
that all these strategies could work in the adoption of BYOD 

in the South African university environment, with more 
emphasis on outlining the specifications.

Lastly, the Readiness element of the study was analysed to 
establish the readiness levels of organisational users and 
employees to adopt BYOD. The findings reveal that 27 out of 
35 students believe that they are ready to adopt BYOD based 
on the technological capabilities of the smart mobile devices. 
Seven out of the 10 academic staff believe that they are ready, 
while three out of five IT personnel also believe the same. 
A combined 78% of all participants believe that they are 
ready for BYOD adoption. This number is influenced by the 
elements discussed prior to the Readiness element. The above 
discussion is clearly illustrated in Figure 1.

For the institution to be ready for BYOD adoption, both 
technological and organisational readiness factors must be 
positive. Organisational readiness explains the preparedness 
and willingness of employees to adopt BYOD based on the 
capability of the organisation to absorb the innovation. The 
findings revealed that employees have some level of expertise 
in terms of supporting mobile devices that access and use 
the system. However, the current infrastructure is not 
equipped with the capability to support an influx of devices 
that BYOD would bring, exposing it to security vulnerabilities 
and causing strain on the help desk support. Moreover, the 
IT policy in place prohibits the use of some of these devices 
in class for learning as they cause disturbances. Technological 
readiness on the contrary is associated with the availability of 
technology infrastructure that is compatible with the use 
and adoption of BYOD: privacy, security, compatibility and 
complexity, particularly with respect to alignment with legacy 
systems (Akin-Adetoro & Kabanda 2015). After analysis, 
the findings reveal that technological factors such as relative 
advantage, simplicity, compatibility and innovativeness 
influence the institution’s readiness to adopt BYOD, while 
organisationally, it is factors like IT policy, IT infrastructure 
and strategy in terms of top management support that 
influence the readiness to adopt BYOD. Although the analysis 
proved positive to some extent, in most aspects in terms of 
the awareness and willingness to adopt BYOD based on 
the technological capabilities of smart mobile devices, the 
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standard of preparedness from the organisation in terms of 
policies development, availability of IT infrastructure and 
expertise proved to be low. However, this does not discredit 
universities as not being ready when m-learning already 
exists because it could be used as a stepping stone towards 
the adoption of BYOD.

Conclusion
This study was to assess the readiness of South African 
universities to adopt BYOD for education. The study 
identifies technological and organisational readiness factors 
as the major influencers for BYOD adoption. Once all the 
relevant sub-factors of technological and organisational 
readiness have been identified and assessed and are all in 
sync with the objectives of the BYOD in education, that 
institution is ready to adopt BYOD. Based on the outcome 
of the findings, it is clear that there is partial readiness 
in South African universities to adopt BYOD, as notable 
barriers such as lack of comprehensive policies for mobile 
device use, lack of supporting infrastructure and unclear 
strategies and support from top management still linger. It is 
imperative therefore that those universities consider these 
factors in order to be ready to adopt and implement the best 
BYOD successfully.
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