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Introduction
Information security (InfoSec) policy formulation and compliance lies at the heart of 
addressing  how personally identifiable information (PII) is treated by organisations (Siponen, 
Mahmood & Pahnila 2009). Personally identifiable information is any online information 
relating to identifying a person. However, it is a cause of concern that users of technology are 
increasingly revealing personal information in an attempt to enhance and ascertain their online 
presence using tools such as LinkedInTM to create e-profiles for discoverability (Adriaanse & 
Rensleigh 2017a). On 25 May 2018, an important zeitgeist arose that dictated new ways that 
organisations should adopt to treat personal information (Tikkinen-Piri, Rohunen & Markkula 
2018). From this period onwards, the handling and protection of personal information became 
a  concern for the executive board of companies through enactment of privacy laws that 
protect  personal information, specifically the General Data Protection Regulation (GDPR) 
(Tikkinen-Piri et  al. 2018). This prerogative has been daunting considering that advanced 
knowledge-sharing technologies have resulted to user’s e-visibility embodied by online presence 
on the World Wide Web, making discoverability via e-profiles relatively easy (Adriaanse & 
Rensleigh 2017b).

It is the relative ease by which PII may be obtained online that compliance with privacy laws has 
been henceforth considered important in order to protect personal information of the users. Not 
complying with InfoSec policies can now constitute a business risk (Kandeh, Botha & Botha 2018). 
FacebookTM was unfortunately showcased as the first casualty under this requirement for 
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non-compliance with GDPR. Lawmakers were angry 
because FacebookTM was reportedly involved in a breach that 
affected over 87 million individuals worldwide (Isaak & 
Hanna 2018). FacebookTM had failed to justify why their 
application improperly shared users’ personal data with the 
political consultancy firm Cambridge AnalyticaTM (Isaak & 
Hanna 2018). Of concern was that Cambridge AnalyticaTM had 
gained access to FacebookTM users’ personal data for nefarious 
reasons such as data harvesting (Sanders & Patterson 2019). 
In order not to fall victim of GDPR guidelines, organisations 
have embarked on measures to address business risk by 
instituting InfoSec policies that prescribe the best way to 
handle personal data. In South Africa, where this study is 
domiciled, the right to privacy is granted by the constitution 
and common law (Borena, Belanger &  Dedefa 2015). 
Common law considers privacy harm carried out to an 
individual’s personhood as wrong. However, the 
‘personhood’ in this definition is highly influenced by the 
Ubuntu philosophy where not only can a person determine 
his or her personhood, but so can others (Borena et al. 2015).

InfoSec policies are meant to protect an individual’s privacy 
but studies show that these requirements are overlooked 
(Poullet 2006). Importantly, the compliance to InfoSec policies 
has been complicated by the introduction of many mobile 
devices that users now bring to organisations (Musarurwa & 
Flowerday 2018). What is troubling as well is that many 
users neither seem to adhere to, nor follow InfoSec policies 
regardless of their understanding of the need to do so 
(Puhakainen & Siponen 2010). Employees at times ignore 
policies (Vance & Siponen 2012) or even worse, violate 
policies deliberately (Lowry & Moody 2015). Part of the 
reason for non-compliance of policies is that there is a 
disconnect between how policies are communicated, 
interpreted and implemented (Odine 2015). The direct causes 
of ineffective communication include poor conceptualisation 
of policies, using inappropriate platforms to present these 
policies and poor listening skills (Odine 2015). Communication 
failure is a major concern that is responsible in-part for non-
compliance (Kirlappos, Parkin & Sasse 2014) and less 
attention has been given in research to the diverse 
communication approaches that are present. 

Need for research in communicating 
InfoSec policies
This research therefore addresses management’s concern for 
low employee compliance to InfoSec policies using a 
miscellany of theories that address communication drawn 
from various disciplines such as knowledge management, 
psychology and information systems to explain how 
appropriate communication may ameliorate compliance. 
As  employees are considered the weakest link to the 
implementation and protection of information across 
organisations, (Aurigemma 2013) much attention needs to 
be  placed on how InfoSec policies are communicated to 
this  group (Susmilch 2019). By addressing communication, 
researchers may have a better understanding of why 
important InfoSec policies are not followed. 

Understanding communication in depth would be achieved 
by identifying theories and developing a framework that 
addresses the efficacy of the communication process 
regarding InfoSec policies to users. In this regard, we present 
a compelling opportunity to model a quantitative framework 
anchored on selected communication theories and testing 
this framework. In doing so, firstly, we cautiously consider 
various communication theories present by reviewing 
literature and by identifying the main theories that would 
address our objective. This is done in the following section of 
this work. Following this, we then formulate the miscellany 
of perception and determinism (MPD) framework that 
aggregates discourse regarding communication in such a 
way as to develop and test hypothesis. We finally outline 
how MPD can be applied in an organisational setting to 
encourage proper communication of policies and thus 
encourage compliance. 

Literature review 
Information security protects an organisation’s information 
assets from unauthorised access and threats to decrease the 
level of risk directly connected with those assets (Williams 
2001). Infosec cannot be fully effective with only the 
implementation of technical tools and interventions and 
requires people to be part of the process (Herath & Rao 
2009). For InfoSec to be holistic, it must therefore integrate 
technology, people as well as processes through a robust 
InfoSec architecture (Eloff & Eloff 2005), with information 
and the flexible architecture being regarded as a core 
capability of the organisation for it to remain competitive 
(Niemand & Mearns 2020). 

Research has drawn a link between corporate InfoSec and 
compliance leading to competitive intelligence (Fitzpatrick & 
Burke 2003) with studies proposing that considerable value 
should be placed on competitive intelligence regarding 
how this construct can contribute to strategy development, 
decision-making and enhancing the organisational 
performance (Du Plessis & Gulwa 2016). What is disconcerting 
is that, employees undermine organisational performance 
by  not complying with organisational policies (Whitman 
2003). Compliance regarding any policy ensures that 
business processes set out by management are performed as 
expected (Cannon & Byers 2006). A growing number of 
organisations are concerned about abiding by statutory 
provisions in order to avoid fines for non-compliance. 
Avoiding fines is not the only consideration and proactive 
organisations aim at continuous improvements of their 
procedures. Indeed continuous improvement is an issue that 
many organisations sometimes avoid as it identifies areas 
lacking business excellence (Mthembu & Du Plessis 2018). 

According to Cannon and Byers (2006) addressing compliance 
as business process is often challenging. Siponen, Mahmood and 
Pahnila, (2009) hold this view as well and suggest that 
compliance can be improved if the desired practices and 
normative expectations are visible to all. As suggested, 
compliance can be attributed to social pressure and visibility. 
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Studies show that the visibility of InfoSec policies influences 
adherence. In particular, social norms significantly shape 
compliance when InfoSec policies become part of employees’ 
conversations (Siponen et  al. 2009). Understanding why 
employees do not comply with InfoSec  policies may be 
challenging as employees work under different organisational 
contexts, under different management practices, different 
laws, regulations and guidelines and at times using different 
technology. The following section elaborates on literature 
around compliance with InfoSec policies. 

Compliance with InfoSec policies
Attempting to understand compliance has been a subject 
of  research for many years (Vance & Siponen 2012). The 
majority of the published research has focused on the 
reasons  why users do not comply with InfoSec policies 
(Posey, Roberts & Lowry 2015). Most of these studies with 
the exception of a few, do not address the importance of the 
communication process, as a way to predict compliance. The 
following InfoSec studies present reasons for not complying 
(in order of most recent study) as shown in Table 1. 

As shown in Table 1, few studies explicitly address the 
communication process that predict compliance. Most studies 
address other important considerations. Sharma and Warkentin 
(2018) as an example, postulated that not complying with 
InfoSec policies is partly driven by employment status and 
differentiates between temporary workers and permanent 
workers, with the former less likely  to comply with InfoSec 
policies because of the level of investment in the organisation. 
It has also been argued that when InfoSec policies are seen as 
restrictive, users will tend not to comply in order to re-establish 
a sense of control that is  seemingly lost (Lowry & Moody 
2015). Interestingly, past behaviour and the tendency to be 
conditioned by that behaviour can influence compliance as 
shown by Lowry and Moody (2015). Work overload and stress 
has also been a  factor that influences compliance as it 
encourages employees to be morally disengaged with policies 
(D’Arcy, Herath & Shoss 2014). Personal gain has equally been 
suggested as a reason for lack of compliance (Hu et al. 2011) 
and the nature of penalties and sanctions to be meted out 
(D’Arcy et  al. 2009). This latter study partly addresses 
communication, with the main focus being on how sanctions 

and penalties are to be communicated when users violate 
policies. 

Having this in mind, the importance of communication as 
a  predictor of compliance is to be understood in order to 
minimise any risk business organisations may face for 
non-compliance. The study therefore endeavours to 
examine communication more deeply by drawing on useful 
constructs from theories that can be tested. The following 
section addresses a miscellany of theories that consider 
communication in depth, namely media synchronicity 
theory  (MST), communication theory and media richness 
theory. These three theories present different lenses on the 
communication process. 

Media synchronicity theory
Media synchronicity theory drawn from the discipline of 
knowledge management and information system advocates for 
a shared understanding of what is being communicated and 
requires convergence and conveyance (Dennis, Fuller & Valacich 
2008). Understanding convergence and conveyance has been 
shown to increase communication performance. On the one 
hand, conveyance is based on the transmission of large amounts 
of raw information and retrospective analysis. This means that 
individuals do not have to transmit and process the information 
at the same time (information processing time). On the other 
hand, convergence is based on the transmission of higher-level 
abstraction of information, which requires less deliberation. This 
means that for individuals with shared mental models, the 
encoding and decoding of new messages is faster (Dennis et al. 
2008). Burke  and his colleagues stated that synchronous 
communication is  a significant factor affecting interpersonal 
communication and teamwork. Various types of media may 
be used synchronously meaning communication takes place at 
the same time (Dennis et  al. 2008). According to MST, the 
familiarity of individuals with the duties or activities they 
are supposed to be performing will affect the relative amounts of 
convergence and conveyance. Frasier et al. (2019) showed that 
familiarity and communication will influence each other. We 
therefore propose the following:

H1: Familiarity of InfoSec policies will predict compliance with 
InfoSec policies. 

TABLE 1: Reasons for lack of compliance with InfoSec policies.
Reason for non-compliance Explanation Example in InfoSec Literature Communication addressed in study

Employment status Users (temporary workers) considering themselves less invested in the 
organisation are more inclined not to comply as opposed to permanent 
workers. 

Sharma and Warkentin (2018) -

Individual reasoning Users consider InfoSec policies restrictive and reason that non-compliance 
may help them re-establish control. 

Lowry and Moody (2015) -

Past experiences Users who are driven by past behavior and are prone to non-compliance 
will tend to do so. 

Lowry and Moody (2015) -

Moral disengagement Users who are stressed because of work overload will tend to be morally 
disengaged leading to non-compliance. 

D’Arcy et al. (2014) -

Benefit Users who feel that they may gain from non-compliance will do so. The 
benefits would include thrill and/or happiness. 

Hu et al. (2011) -

Sanctions Users who consider sanctions for non-compliance as less severe or less certain 
to occur are bound not to comply. 

D’Arcy, Hovav and Galetta (2009) 

Note: Please see the full reference list of the article, Rantao, T. & Njenga, K., 2020, ‘Predicting communication constructs towards determining information security policies compliance’, South 
African Journal of Information Management 22(1), a1211. https://doi.org/10.4102/sajim.v22i1.1211, for more information.
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Research work by Chen, Srinivasan and Mahmassani (1999) 
showed that information quality and quantity are strong 
predictors of compliance behavior. Chen and Chang (2018) 
addressed information quality and contend that quality is 
an  important precursor to understanding value. We use 
the  construct quality applied in media synchronicity and 
propose the following: 

H2: Information quality will predict compliance with InfoSec 
policies. 

Early work at the University of Michigan draws on the 
constructs of information process time and accuracy and 
suggests a relationship and trade-off, known as the speed-
accuracy trade-off (SAT) (Swanson & Briggs 1969). Media 
synchronicity theory can predict InfoSec policy failure 
partly  because the information used to define the policies 
and procedures at the higher levels of management is not 
related to the lower levels of the organisation. This creates 
‘broken telephone’ communication. By the time information 
reaches the top management, it has lost its essence and depth 
(Dennis et al. 2008). We therefore propose the following: 

H3: Time taken to process information will predict compliance 
with InfoSec policies. 

In MST, individuals with shared mental models will use 
reason to encode and decode new messages faster 
(Dennis  et  al. 2008). Individual actions based on reason, 
can  help  support synchronicity, which is a shared pattern 
of  co-ordinated behaviour among employees as they 
collaborate (Dennis et al. 2008). According to Burgemeestre, 
Hulstijn and Tan (2011), collaboration and compliance can 
be  achieved ‘by design’. This may be through instituting 
a  rational system of controls consisting of information 
systems and procedures. Their work uses argumentation 
theory into the compliance domain and shows that value-
based argumentation and reason are an important facet for 
compliance. We therefore propose the following: 

H4: Reason for communicating (InfoSec policy) will predict 
compliance with InfoSec policies. 

Media can influence user behaviour by making it easier for 
them to either interact or make it harder for them to interact. 
Media that fits well within the user’s needs (media 
appropriateness) is more likely to be adopted and used. 
Positive past experiences and social norms can also affect 
the  likelihood of that media being adopted (Dennis et  al. 
2008). We therefore propose the following: 

H5: Media appropriateness will predict compliance with InfoSec 
policies. 

Communication theory
Communication, espoused by psychologists in the 
psychology domain is central to human interaction and will 
consist of intrapersonal and interpersonal communication. 
Intrapersonal communication is an internal dialogue with 
self and consists of different subconscious reasoning 
processes that an individual takes on whilst thinking about 

a  specific subject. This includes contemplating alternatives, 
deciding between options, weighing up facts and determining 
how truthful the statement is. It also considers evaluating 
the  intentions behind the actions of individuals, attitude, 
analysing, thinking, introspecting and self-talking (McQuail 
2010). Interpersonal communication takes place when two 
individuals engage with each other. Formal and informal 
exchanges form part of interpersonal communication.

Communicating InfoSec policies will require two main 
players. The first player would be the person formulating 
and disseminating policy (sender) and the second player 
would be the person to receive and to comply with policy 
(receiver). The sender, in this case management may 
formulate an appropriate InfoSec policy by selecting words, 
gestures and mediums to compose the message. The 
encoding process can take the form of verbal, non-verbal or 
written language (Lunenburg 2010). Messages are carried 
through an appropriate medium such as telephonic, face-to-
face, email or a written report depending on context. The 
evolution of technology has made email the most frequent 
and popular medium of choice in many organisations. For 
effectiveness, all components of communication must be 
interdependent and when there is a problem with one of 
these components,  the  whole communication process 
becomes flawed (Lunenburg 2010). We therefore propose 
the following: 

H6: Communication media will predict compliance with InfoSec 
policies.

Media richness theory
Media richness theory drawn from the information systems 
discipline is rooted on the assumption that organisations 
process information in order to decrease the level of 
uncertainty and equivocality. According to Dennis and 
Kinney (1998) an ambiguous task may cause conflicting 
interpretation because people may lack the necessary 
information to process such a task (Dennis & Kinney 1998). In 
other words, the more InfoSec policies there are, the more 
uncertainty and equivocality these create and ultimately, 
this will create an impact on compliance. On the one hand, 
written media such as written InfoSec policies have been 
preferred for certain tasks that have clear messages. On the 
other hand, face to face InfoSec policies have been preferred 
for messages containing equivocality (Dennis & Kinney 
1998). Media richness is hierarchical and will include 
four  media groups, namely: (1) face-to-face, (2) telephone, 
(3)  addressed documents, and (4) unaddressed documents 
(Daft, Lengel & Trevino 1987). Media richness theory 
postulates that information richness will influence how the 
message is interpreted, as this avoids ambiguity. We therefore 
propose the following: 

H7: Non-conflicting interpretations will predict compliance with 
InfoSec policies. 

Reducing uncertainty is an important aspect that is required 
when pieces of information is lacking. This can be addressed 

http://www.sajim.co.za
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by collecting more information in a less ambiguous 
environment. Communication can thus be managed by using 
less-rich media (Donabedian 2006). We therefore propose 
the following: 

H8: Certainty will predict compliance with InfoSec policies. 

It can be noted that richer media will be able to elicit 
immediate feedback, which can either be concurrent feedback 
or sequential feedback. Concurrent feedback usually takes 
place simultaneously with the communication of a message, 
whilst sequential feedback usually takes place when the 
receiver interrupts the sender to indicate understanding of a 
message (Kahai & Cooper 2003). We therefore propose the 
following: 

H9: Feedback immediacy will predict compliance with InfoSec 
policies. 

Personalisation is seen as using a technology and information 
in customised content aimed at matching individual needs 
and satisfaction and will require a personal focused approach 
(Hsu & Kulviwat 2006). The same can be said about any 
policy formulated that must be matched to individual and 
organisational needs for an effective compliance. We therefore 
propose the following: 

H10: Personal focused (InfoSec policy) will predict compliance 
with InfoSec policies. 

Theoretical framework
From the above literature review we were able to formulate 
the MPD framework from archetypes of communication 
theories and surrogates as shown in Figure 1 and to determine 
the strengths of each of these archetypes. 

Methodology
The study followed a quantitative approach to test the 
MPD  framework, whilst using a probability sample of 
100  individuals. The target sample comprised of 
employees working in organisations who had developed 
and  communicated recent InfoSec policy documents to 
its  employees. We used probability sampling because 
this  approach was deemed suitable in covering an equal 
representation of the population (Pallant 2007). A closed-
ended five point Likert-scale questionnaire was used as the 
primary data collection instrument. It contained constructs 
derived from communication, media synchronicity and 
media richness theories. A five point Likert scale was used 
to  rate employee’s perceptions, regarding how InfoSec 
policies were communicated and the strengths of the 
process  leading to compliance or non-compliance. The 
questionnaires were sent for ethical clearance prior to 
distribution and upon receipt of ethical clearance, distributed 
to six different organisations operating in Johannesburg, 
South Africa. Data collected were anonymised and could 
not be traced back to a specific individual. 

Ethical consideration
The research adhered to all ethical clearance procedures 
stipulated and approved by the School of Consumer 
Intelligence and Information Systems Ethics committee at the 
University of Johannesburg (2018SCiiS 01).

Data analysis
Statistical Package for the Social Sciences (SPSS), a 
computerised statistical analysis software was used for data 
analysis. The analysis enabled interpretation of results 
quantitatively, as well as presenting a logical flow of results. 
We noted instances where one respondent did not answer 
certain sections in the questionnaire (revealing academic 
qualifications) and this constituted missing data. We used 
SPSS frequency analysis to compute system missing data for 
each specific case, before further analysis was done. Upon 
examination, missing data did not constitute more than 1% of 
sample size, and we used SPSS factor procedure, pairwise 
deletion to exclude the variable that had a missing value 
(Norušis 2006). Table 2 shows Cronbach’s alpha values 
elicited and reliability of data that was presented. This 
analysis takes cognisance of missing data. Cronbach’s alpha 

TABLE 2: Reliability analysis.
Factor item Cronbach’s alpha value Number of items

Familiarity 0.852 4
Information quantity 0.758 2
Information process time 0.814 3
Reason for communication 0.776 4
Media appropriateness 0.657 2
Communication media 0.772 5
Non-conflicting interpretations 0.824 4
Certainty 0.784 3
Feedback immediacy 0.817 2
Personal focus 0.814 2

FIGURE 1: Miscellany of perception and determinism framework for 
communicating InfoSec policies.
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values greater than or equal to 0.9 suggests that internal 
consistency (correlation) is excellent. If the Cronbach’s alpha 
value is less than or equal to 0.5, internal consistency 
(correlation) is very low and revising the items in the 
research  instrument is recommended. Table 2 shows that 
familiarity, non-conflicting interpretations, information 
process time, feedback immediacy and personal focus 
have higher correlation values of above 0.8. 

Descriptive statistics 
Figure 2 describes the age of the participants. The majority of 
participants were between the ages of 25 and 34, which 
represented 64% of the sample. 

Those aged between 18 and 24 represented 18% of the sample, 
whilst those aged between 35 and 44 represented 13% of the 
sample. The smallest group of participants were aged 
between 45 and 55 years old and this group represented 4% 
of the sample. Figure 3 describes the qualification levels of 

participants and shows that 49% of those sampled held an 
honours degree, whilst 28%, held a baccalaureate degree. The 
less qualified of the sample included those who held a 
diploma, constituting 16% of the sample and those holding 
a matric certificate at only 1% of sample. The most qualified 
held masters or doctorate degree, and this represented 5% of 
the sample. A total of 1% of the respondents (missing data) 
did not disclose this information. 

Importantly, the majority of those sampled in the study 
worked in an organisation that housed 1000 or more employees 
consisting of 75% of sample. This is shown in Figure 4.

A total of 13% of respondents worked in an organisation 
that  housed the number of employees ranging between 
101 and 500. Less than 7% of those sampled worked for an 
organisation with less than 500 employees and 4% worked 
for an organisation with 1 and 49 employees. Only 1% of 
those sampled worked in an organisation housing 50 and 
100 employees. 

Factor analysis
Ten key constructs drawn from the MDP framework, namely 
familiarity, information quantity, information process 
time,  reason for communication, media appropriateness, 
communication media, non-conflicting interpretations, 
certainty, feedback immediacy and personal focus that 
were  proposed to predict compliance of InfoSec were 
considered. We carried out a factor analysis to reduce 
the  underlying variables associated with each of these 
constructs. We used SPSS, factor analysis (principal 
component analysis) for this purpose. We used Bartlett’s 
test  of sphericity to test construct validity. In addition, in 
order to analyse the strength existing between variables, 
Kaiser–Mayer–Olkin’s (KMO) measure of sampling adequacy 
was used. Kaiser–Mayer–Olkin’s results were used to 
determine whether factor analysis would be a good method 
to  use for dimension reduction and  multicollinearity of 
values ranging between 0 and 1. Our values were above 
0.5  and close to 1.0 indicating that a factor analysis would 
be useful. The KMO values are presented in Table 3. 
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From the KMO results indicating that factor analysis would be 
useful, we carried out a factor analysis and rotated components 
for better interpretation and the elimination of  ambiguity 
(Pallant 2007) as indicated by Table 4 and Table  5. Factor 
rotation’s main purpose is to create a simplified structure that 
enables all items to load based on a minimal number of factors 
(Yong & Pearce 2013). The results of factor analysis were used 
to measure the suitability of the data and of sampling adequacy 
for variables identified within the theoretical model. 

Component extraction and factor loadings 
Media synchronicity 
Six factors were extracted. These six factors had an 
eigenvalues greater than one and together, they accounted 
for 71% of the variability in the original variables. 

Communication 
We did not carry out a factor analysis for this construct and 
used all five items for explaining the single item communication 
media. Using SPSS, we transformed these into a single factor 
by computing average means.

Media richness
Only five factors having eigenvalues greater than one 
were extracted, and together these accounted for 71% of the 
variability in the original variables. 

Regression
A multiple regression analysis that describes the relationship 
and strength between the dependent variable, compliance of 
InfoSec policies, and the 10 independent variables under 
study was carried out. The purpose was to estimate the 
coefficient of the 10 independent variables, on the variable 
compliance of InfoSec policies. The results of the regression 
analysis are shown in Table 6. 

Discussion
Based on the outcomes of the tests, the overall significance of 
the research model was justified. However, five of the 
following hypotheses, namely familiarity, information quality, 
information process time, communication media and certainty 
were rejected because of their insignificant values (where 
p  <  0.0005), whilst those propositions that were accepted 
have a bearing on compliance as presented in Figure 5. It is 
important to note that although the ‘reject’ lexicon has been 
used, this simply means that the results were non-significant 
with no way to determine if these five could predict 
compliance (Ghauri, Grønhaug & Strange 2020).

From the linear regression analysis communication archetypes 
of reasons for communication, media appropriateness, non-
conflicting interpretations, feedback immediacy and personal focus 
tended to significantly predict compliance with InfoSec policies 
as opposed to other archetypes that were disproved in the 
MPD model. We address each of these variables as follows: 
Reason for communication was statistically significant towards 
predicting InfoSec policy compliance, beta =  0.306 and 
significant value < 0.5. When organisations re-emphasise the 
reason why certain policies are important, employees are more 
likely to comply. Importantly, regarding media appropriateness, 
(beta = 0.280 and significant value < 0.5) when the choice of 
media of communication is deemed appropriate by employees, 
the security compliance is predictably higher and when the 
choice of media is inappropriate chances of non-compliance 
are heightened. This study confirms the finding of other 
studies carried out that give preference and significance to 
explicit forms of communication such as email (Fonseca & 
Normann 2012). With regard to the variable non-conflicting 

TABLE 4: Extract table of factor analysis for media synchronicity. 
Factor Initial eigenvalues

Total Variance (%) Cumulative (%)

1 4.781 23.904 23.904
2 3.061 15.305 39.209
3 2.499 12.495 51.704
4 1.539 7.694 59.398
5 1.187 5.934 65.332
6 1.069 5.343 70.675
7 0.876 4.379 75.054
8 0.731 3.654 78.708
9 0.718 3.590 82.297
10 0.560 2.802 85.099

TABLE 3: Kaiser–Mayer–Olkin and Bartlett’s test.
Test Variable Media Synchronicity: Familiarity Information quantity

Information process time
Reason for communication

Media appropriateness

Communication: 
Communication media

Media Richness: Non-conflicting 
interpretations

Certainty Feedback immediacy
Personal focus 

Kaiser-Meyer-Olkin Measure 
of Sampling Adequacy.

- 0.571 0.728 0.706

Bartlett’s Test of Sphericity Approximate chi-square 139.251 77.598 98.440
df 10 15 10
Sig. 0.000 0.000 0.000

df, degrees of freedom; Sig., significance.

TABLE 5: Extract table of factor analysis for media richness.
Factor Initial eigenvalues

Total Variance (%) Cumulative (%)

1 5.395 31.736 31.736
2 2.606 15.331 47.067
3 1.725 10.144 57.212
4 1.259 7.405 64.617
5 1.001 5.887 70.504
6 0.812 4.775 75.279
7 0.736 4.329 79.608
8 0.617 3.630 83.238
9 0.561 3.299 86.538
10 0.493 2.902 89.440
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interpretations, (beta = 0.306 and significant value < 0.5.) data 
results suggest that if policies are ambiguous, then this tends to 
predict non-compliance. If InfoSec policies are non-conflicting 
and unambiguous, then this tends to predict compliance. 
According to Buthelezi, Van Der Poll and Ochola (2016), 
InfoSec policies may often not be followed nor complied 
with  because of the very nature of the policy documents 
themselves, which may lend themselves to misinterpretation. 
Indeed ambiguity in wordings in such documents makes 
it hard for users to comply. This work presents a similar view-
point from those observations and shows ambiguity will limit 
compliance. Feedback immediacy (where beta = 0.288 and 

significant value < 0.5) was statistically significant and also 
tended to predict security compliance. Indeed, when the media 
selected enables real-time or immediate feedback from  both 
sender and receiver, the InfoSec policy being sent is more 
likely to be complied with (Keil & Johnson 2002). Significantly, 
studies have drawn a link between performance and 
communication frequency, when feedback is received 
repeatedly (McLarnon et al. 2019) and this study confirms this 
as well. Our findings and therefore proposition is that  these 
five variables will ameliorate InfoSec policy compliance more 
intensely if keen attention is given to these by management 
and practitioners. 

Media synchronicity
theory

Communication
theory

Media richness
therory

Familiarity β = 0.224, ρ = 0.025β = 0.079, ρ = 0.433
β = 0.074, ρ = 0.464

β = 0.306, ρ = 0.002

β = 0.280, ρ = 0.005

β = 0.251, ρ = 0.012

β = 0.510, ρ = 0.000

β = 0.100, ρ = 0.321

β =
 0.288, ρ 

= 0.004

β =
 0.486, ρ

 = 0.000

Personal focus

Feedback
immediacy

Certainty

Non-conflicting
interpretations

Communication
media

Media
appropriateness

Information
processing time

Information
quality

Reason for
communication

Information security
policy compliance

FIGURE 5: Miscellany of perception and determinism predicting compliance. 

TABLE 6: Multiple regression results.
Model Unstandardised Coefficients Standardised 

Coefficients: 
Beta

t Significance Correlations

B Standard error Zero-order Partial Part

1. Familiarity 0.259 0.114 0.224 2.271 0.025 0.224 0.224 0.224
2. Information quality 0.068 0.086 0.079 0.787 0.433 0.079 0.079 0.079
3. Information process time 0.066 0.090 0.074 0.735 0.464 0.074 0.074 0.074
4. Reason for communication 0.373 0.117 0.306 3.182 0.002 0.306 0.306 0.306
5. Media appropriateness 0.250 0.087 0.280 2.889 0.005 0.280 0.280 0.280
6. Communication media 0.222 0.087 0.251 2.571 0.012 0.251 0.251 0.251
7. Non-conflicting interpretations 0.560 0.095 0.510 5.873 0.000 0.510 0.510 0.510
8. Certainty 0.096 0.096 0.100 0.998 0.321 0.100 0.100 0.100
9. Feedback immediacy 0.248 0.083 0.288 2.978 0.004 0.288 0.288 0.288
10. Personal focus 0.483 0.088 0.486 5.512 0.000 0.486 0.486 0.486
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Contribution
The MPD framework developed in this work, offers new 
communication predilections that can shape InfoSec 
policy  compliance in ways not considered before in 
InfoSec  literature. These communication predications are 
characterised by non-conflicting interpretations, reasons for 
communication, media appropriateness, feedback immediacy and 
personal focus. The MPD framework compels InfoSec 
practitioners to understand communication much more 
deeply and to leverage the medium and message in order 
to ameliorate InfoSec policy compliance. 

Implications of study
InfoSec practitioners in South Africa and those in management 
may find the MPD framework useful in providing actionable 
insights into managing how InfoSec policies should be 
communicated in order to inspire high compliance. As we 
have shown, compliance with InfoSec policies is necessary 
to  avoid business risk. The findings of this study can be 
broadly generalised and transferable to contexts outside of 
South Africa. In terms of a theoretical implication, the 
research advances InfoSec literature by adapting the MPD 
model as integral to the development and communication of 
policies. The MPD model is pertinent as it aggregates theories 
of communication from a number of academic disciplines 
and underpinnings not considered before, thereby improving 
our understanding on how we communicate InfoSec policies. 

Conclusion
InfoSec policies are designed primarily to ensure that users of 
organisations’ information assets abide by, and follow, 
specified prescriptions in order to protect information assets 
from threats. Notably, users have been shown to be less 
compliant with InfoSec policies thus compelling a need to 
investigate why this is so. Following through a literature 
review and focusing on how policies are communicated to 
users whom literature has identified as threats, this research 
was undertaken to present a communication model that 
could predict InfoSec policy compliance. The research 
aggregates theories of communication and develops the 
MPD framework, which was considered pertinent as it 
draws  insights from a number of academic disciplines 
and  underpinnings not considered before. It is through 
the  MPD  framework that our understanding regarding 
how  we communicate InfoSec policies is improved. 
The  inferences of the MPD framework show that there 
is  a  strong positive  relationship between InfoSec 
compliance  (and non-compliance) that is shaped by reasons 
for communication, media appropriateness, non-conflicting 
interpretations, feedback immediacy and personal focus. These 
five constructs predict 61.3% of InfoSec compliance. The 
remaining five constructs, namely familiarity, information 
quality, information processing time, communication media and 
certainty were tested and found to be weak predictors or 
could not predict compliance. In light of these findings, 
this  work has made several suggestions to organisations 

such  as the need to reemphasise the reason why certain 
policies are important, availing immediate feedback when 
there are signs non-compliance is imminent and 
importantly  carefully determining the appropriate media 
to  use when communicating InfoSec policies. This work 
opens up possibilities for important future research where 
the MPD model needs to be tested in multiple settings as 
communication of InfoSec policies may vary under different 
settings. The MPD framework would have gone unnoticed 
without this empirical initiative. 
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