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Background: The migration of phishing scams to social media platforms poses a serious
information security threat to social media users. Users often remain unaware of the various
phishing threats on social media and consequently they thoughtlessly engage on these
platforms.

Objectives: The objective of this article was to identify the factors that contribute to an
increased susceptibility to social media phishing attacks and propose a model to reduce this
susceptibility.

Method: A systematic literature review was conducted in Emerald Insight, ScienceDirect and
Google Scholar by using a search string. The identified articles underwent two rounds of
screening and the articles thus included moved on to a quality assessment round. Finally,
these articles were imported into MAXQDA where a content analysis was conducted, which
involved extracting, coding and analysing the relevant data.

Results: The final 25 articles included in the study indicated that women with low technical
and security knowledge between the age of 18 and 25, who habitually use social media and
process content heuristically, are more susceptible to phishing attacks. The insights gained
from conducting this review resulted in developing a model that highlights the individuals
who are most susceptible to phishing attacks on social media.

Conclusion: This article concludes that certain people are more susceptible to phishing
attacks on social media as a result of their online habits, information processing,
demographics, Information and Communications Technology (ICT) knowledge and
personality traits. As such, these identified people should be more aware that they fall into
this susceptibility group and thus should behave more cautiously when engaging on social
media platforms.

Keywords: phishing; social media; information processing model; phishing; social media;
information processing; awareness; personality traits.

Introduction

Social media websites have gained significant popularity over the years, with 3.484 billion users
reported at the start of 2019 (Kemp 2019). The traditional platform for conducting phishing merely
via email has evolved. Phishing attacks are now migrating to social media platforms, with a 30%
increase in phishing links from the first quarter of 2018 (ProofPoint 2018). Consequently, phishing
is still a serious cybersecurity threat, with phishers using social media sites such as Facebook,
Instagram and Twitter to target significant numbers of victims. For instance, in the first quarter of
2018, fake Facebook pages were used to launch 60% of phishing attacks on social networks
(Kaspersky 2018). Later, in 2019, phishing on Instagram and Facebook among others saw a 74.7%
increase (Barker 2019). These statistics highlight that the threat of phishing shows no sign of
retreating.

Phishing refers to ‘a form of online identity theft that aims to steal sensitive information such as
online passwords and credit card information” (Banu & Banu 2013:783). Phishing attacks are
effective because they use social engineering techniques to persuade people into performing
actions that will advance the phisher’s attack (Frauenstein & Flowerday 2016). These social
engineering techniques appeal to the victim’s emotions and create a sense of trust by using
personalised messages. Social media phishing attacks occur in two stages and result in high
victimisation and a high success rate. During the first stage, the phisher sends a friend request to
the prospective victim (Vishwanath 2015b). At this stage, the phisher can view the victim’s friends
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and personal details. The second stage of the attack takes
place when the phisher contacts the victim and requests
information via a social media messaging platform such as
Facebook messaging (Vishwanath 2015b). Such information
requests are personalised using information provided on the
user’s wall, in posts, photos and news feeds. Messages
include links and attachments that could infect the user’s
device with malware. These attacks lead to more victims,
as other users connected to the first victim see the phisher
as a mutual friend and believe that they are legitimate
(Vishwanath 2015b).

Activities such as posting videos, comments, status updates
and photos, as well as sending messages and liking posts, can
be rewarding for users and thus encourage further use of
social media platforms. This gratification fosters the frequent
and repetitive use of social media, which, together with the
inability to control these activities, results in people acquiring
unconscious habits when engaging on these platforms
(Vishwanath 2015b). The habitual use of social media may
also make users more susceptible to phishing attacks because
they do not process messages and links with enough attention
to detail. This, coupled with certain character or personality
traits, could lead to some users being more susceptible to
phishing attacks than others.

The objective of this article was to identify the factors
that contribute to an increased susceptibility to social media
phishing attacks and to propose a model to reduce susceptibility.
As such, the main research question is as follows:

Why are certain people more susceptible to phishing attacks
on social media platforms than others?

Some users spend a considerable amount of time on social
media sites and participate in repeated behaviours that form
habits. These behaviours include habitually liking pages
and posts, as well as not processing messages and comments
adequately. To address the inadequate processing of
phishing threats on social media, the theoretical foundation
for this article is the heuristic-systematic model. This
model states that people employ two modes of information
processing when making assessments about received
messages (Chaiken & Eagly 1989).

This article starts by providing an overview of the method.
A review of the literature is then provided, as well as a
discussion of the proposed model to reduce phishing
susceptibility. The article concludes with a summary that
highlights the implications of the findings for both individuals
and organisations.

Method

A systematic literature review was conducted by using a
post-positivist paradigm to explore why certain people are
more susceptible to phishing attacks on social media. This
review made use of argumentation theory to develop an
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argument that was balanced and well reasoned (Metcalfe &
Powell 2000). As such, the argument was developed by
providing evidence from the literature reviewed to reach
conclusions related to the research question and synthesising
these findings into a model that identifies people who are
most susceptible to phishing attacks on social media.

A ‘who’, ‘what’, ‘how’ and ‘where’ (WWHW) table was
created to ensure all the relevant search terms were present
in the search string. Table 1 was developed to ensure that the
main research question encapsulated all the aspects that
needed to be covered in the review.

To develop the final search string, susceptibility had to be
broken down into information processing and habits.
Furthermore, demographics and personality traits were used
to determine certain people within the search string.

The final search string used in ScienceDirect and Google
Scholar was as follows: (‘phishing” OR ‘phishing attacks’)
AND (‘information processing’” OR ‘heuristic systematic
processing” OR ‘cognitive processing’) AND (‘habits”) AND
(“personality traits” OR ‘Big Five personality traits’) AND
(‘social media” OR ‘Facebook’).

A shorter version of the search string had to be developed for
Emerald Insight, as the database only allows a maximum
of seven terms. The search string for Emerald insight
was as follows: (“phishing” and “phishing attacks’) AND
(‘information processing’” OR ‘heuristic systematic
processing’) AND (‘habits”) AND (‘“personality types” AND
‘social media’).

Emerald Insight, ScienceDirect and Google Scholar were the
bibliographical databases used in this review. ScienceDirect
was used owing to the wide variety of academic journals it
contains, encompassing current and relevant articles related
to the topic. Similarly, Emerald Insight was chosen because
it contains various current journals related to the field of
information systems that do not delve into aspects that are
too technical. Finally, Google Scholar was used for this search
because it accesses multiple databases that have relevant
peer-reviewed articles.

A total of 285 articles were identified by using the database
search, with 177 results being identified in Emerald Insight,
68 results in ScienceDirect and 40 results in Google
Scholar. A total of 14 duplicates were removed, leaving
271 articles to undergo a first round of screening. The first
round of screening involved using inclusion and exclusion
criteria to filter the results based solely on the title and
abstract; subsequently, the number of included articles was

TABLE 1: Who, what, how and where.

Research question Who What How Where

Why are certain people more Certain  Phishing Susceptibility Social media
susceptible to phishing attacks  people  attacks platforms
on social media platforms than

others?
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reduced to 25. These 25 articles then underwent a second
round of screening, which resulted in further nine articles
being excluded, thus leaving 16 articles for inclusion. During
the second round of screening, the articles had to focus on
one or more aspects of the inclusion criteria. Thus, the articles
had to discuss the personality traits, demographics and
social media habits that influence the user’s susceptibility
to phishing on social media. Articles were excluded if they
were irrelevant, too technical, in a foreign language, had a
publication date prior to 2010 and/or focussed on the wrong
platform such as mobile messages. Backward searching was
applied to the 16 articles included by identifying useful
works cited in these articles and, accordingly, nine useful
articles were identified. These 25 articles moved on to a
quality assessment round to ensure that the results presented
in each article were trustworthy and met the specifications.
This assessment, which is shown in Appendix 1, consisted
of 14 questions divided into sections for design, conduct,
analysis, conclusion and general. These questions were
answered by assigning a ranking and the results were tallied
to determine the final score for each article. An illustration of
the study selection process is provided in the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) flow diagram in Appendix 2 (University of
Carolina 2018). This diagram illustrates the flow of
information through the phases of a systematic literature
review.

The qualitative data analysis software tool MAXQDA was used
to extract, code and analyse the data from the sample of articles
found in Appendix 3. MAXQDA was used for performing the
content analysis of the sample of articles generated through
the systematic literature review. The data extraction process
included collecting all the data pertaining to the main research
question and sub-questions. This was performed by grouping
sections of text from each article together with a corresponding
code. By using codes, the researcher was able to concentrate on
specific aspects of the data found in an article (Nowell et al.
2017). Table 2 depicts the number of tags for each code. This
refers to the number of times a code appeared in the 25 articles
imported into MAXQDA.

Results gathered from this tagging process were analysed
and thematic analysis was conducted to combined codes
that focussed on similar aspects into themes, which can be
seen in Figure 1. Thus, heuristic processing and systematic
processing were combined to create the information
processing theme; age and gender were combined to create

TABLE 2: Number of tags for each code.

Code Number of tags
Heuristic processing 134
Gender 106
Online habits 96

Age 92
Personality traits 83
Systematic processing 61
Phishing education 15
Computer and security knowledge 10
Internet and computer usage experience 4
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the demographic theme; and phishing education, computer
and security knowledge, and Internet and computer usage
experience were combined to form Information and
Communications Technology (ICT) knowledge. Following
this, a data extraction table was created to report the results
of this process and to highlight the similarities and
differences among the articles. Figure 2 shows a chart
depicting the number of articles that discussed each theme.
Where an article discussed more than one theme, it was
counted in several themes. As may be seen, some themes
were studied extensively in comparison with the others.
The findings related to the overarching themes are discussed
in the next section as factors that influence phishing
susceptibility.

Factors influencing susceptibility to
phishing attacks on social media

In this section, a discussion of the themes identified that
influence a user’s susceptibility to phishing on social media
is presented. These themes will inform the creation of the
phishing reduction model in the following section.

Information processing

The first factor identified thatinfluences a user’s susceptibility
to phishing attacks refers to the way in which users process
the messages, posts and comments that they encounter on
social media. The articles related to information processing

v Sets
v ¢, ICT Knowledge
(e ¢! Phishing education
(c ¢ Internet and computer usage experience

(c ¢l Computer and security knowledge

-

Vv @, Demographics
(. Gender
(ol Age
v @, Information processing
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FIGURE 1: Code sets representing themes.

12 -

10 A

Number of articles
()]

1 2 3 4 5

Theme

FIGURE 2: Graph depicting number of articles per theme.
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on social media discussed the two modes of processing found
in the heuristic-systematic model (Chaiken & Eagly 1989).
The choice of which processing method to employ is
determined by the individual’s perception of the sufficiency
of the available information (Chaiken & Eagly 1989). In terms
of the heuristic-systematic model, individuals utilise both
heuristic processing and systematic processing. The former
involves using simple heuristic cues that utilise limited
cognitive resources to make judgements and decisions
(Vishwanath, Harrison & Ng 2016), although the latter
involves carefully examining information to reach a decision
or make a judgement (Harrison, Vishwanath & Rao 2016).
Thus, systematic processing is effortful and requires the use
of far more cognitive resources than heuristic processing,
which is more efficient and time sparing (Vishwanath et al.
2016). Overall, individuals predominantly use heuristic
processing (Harrison et al. 2016; Vishwanath et al. 2016). The
risk of information overload on social media and technology
affordances encourages individuals to process content
heuristically, which leads to quick and effortless judgements
(Lin, Spence & Lachlan 2016). Consequently, although
processing content heuristically is far more efficient,
it significantly increases an individual’s susceptibility
to phishing attacks (Harrison et al. 2015, Hong 2012;
Vishwanath et al. 2011, 2016); the reason for this is that when
processing messages heuristically individuals often overlook
informational cues that suggest the message is malicious and
might pose a threat. Because heuristic processing relies on
judging the credibility of information based on superficial
cues, users often trust phishing messages (Frauenstein &
Flowerday 2016).

Online habits

Online habits have also been found to influence phishing
susceptibility, with habitual Facebook use resulting in an
increased susceptibility to social media phishing attacks
(Vishwanath 2014, 2015b). Users who are highly active on
social media platforms are more susceptible to social
engineering attacks than those who participate less often
(Vishwanath 2015b). Furthermore, an individual’s online
habits influence the way they process misleading social
engineering methods on social media sites (Frauenstein &
Flowerday 2016). Thus, poor online habits increase
susceptibility because individuals automatically click on
links and respond to messages without engaging sufficient
cognitive resources or paying enough attention to their
online behaviour (Frauenstein & Flowerday 2016; Vishwanath
2015a; Vishwanath et al. 2011). For example, it was
determined that individuals who habitually use Facebook
are more likely to fall for phoney profiles created to target
users and are more prone to reveal sensitive personal
information requested by a phisher (Vishwanath 2015b).
Thus, online habits influence an individual’s susceptibility to
fall for phishing on social media by causing them to follow
ritualised patterns of social media use that involve little
cognitive engagement when using the platform. This
increases the probability that these users will thoughtlessly
click on malicious links in a message or accept a friend
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request from a fake profile without thinking about the
potential consequences of these actions (Vishwanath 2015b).
Behaviours such as clicking on links, sharing and liking
posts, and scrolling through posts regularly result in the user
not paying attention to suspicious information on social
media (Frauenstein & Flowerday 2016). One explanation
regarding why Facebook habits lead to an increased
vulnerability to social media phishing attacks is that these
habits may negatively influence a user’s trust and risk
perception (Albladi & Weir 2016).

Demographic factors

The next factor that influences susceptibility to phishing
attacks is age and gender. Users classified as youth between
the ages of 18 and 25 were identified as being the most
susceptible to phishing attacks on both email and social media
platforms (Algarni, Xu & Chan 2015; Darwish, El Zarka &
Aloul 2012; Sheng et al. 2010). This finding is plausible as
younger users may be more susceptible to social media
phishing because they are constantly engaging on the Internet,
and this extensive use often results in Internet addiction
(dependence) (Smahel, Brown & Blinka 2012). Excessive
Internet and social media use creates ample opportunities for
these young people to be targeted by a phisher who gains
access to their account to spread malicious links, hijack the
accounts of their friends or family and gather information on
a specific person for a more targeted attack (Brecht 2017).
It should also be noted that age has been linked to risky
behaviour, with adolescents in particular being inclined
to engage in such behaviour, which could increase their
chances of being phished on social media (Sheng et al. 2010).
Furthermore, younger users have less education, less distaste
for financial risk and less exposure to phishing training
(Sheng et al. 2010). Additionally, women have been identified
as the most susceptible to phishing and social engineering
(Algarni et al. 2015; Darwish et al. 2012; Goel, Williams &
Dincelli 2017; Tuga, Nurse & Erola 2016; Sheng et al. 2010).
Sheng et al. (2010) attribute this increased susceptibility to a
lack of technical skills in comparison with men. In contrast, it
has been postulated that women are easier to entice to open
phishing emails, but are equally as capable and proficient as
men in detecting a deceptive message (Goel et al. 2017).

Furthermore, various factors related to ICT knowledge
influence susceptibility to phishing attacks, including
computer and security knowledge, phishing education and
Internet experience. Although only Algarni et al. (2015) and
Albladi and Weir (2018) found that computer and security
knowledge decreases a user’s susceptibility to phishing
attacks, this finding seems credible as greater knowledge
increases the user’s awareness of possible online social
engineering threats and in turn provides them with an
increased probability of being able to detect phishing attacks.
According to Albladi and Weir (2018), contradictory results
relating to whether computer or Internet knowledge reduces
susceptibility to phishing exist; this might be because it is a
general concept and its influence on risky or cautious online
behaviour might be difficult to measure. Phishing education
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conducted through anti-phishing training received a weak
result in this review, but the notion that exposure to phishing
education is related to reduced susceptibility to phishing
attacks is supported by other studies that fall outside the
scope of this review, including Alnajim and Munro (2009),
Dodge etal. (2011) and Jensen et al. (2017). Internet experience
was also identified as a factor that influences phishing
susceptibility, and although only Alseadoon et al. (2012) and
Moody et al. (2011) found this factor to be important, the
study conducted by Wright et al. (2010) supports this finding.
Individuals who use the Internet frequently will have an
increased awareness of the risks associated with the Internet
and social media than individuals who do not use the Internet
frequently. This is because frequent Internet users regard the
probability of an online threat happening to them as greater
than people who use the Internet less (Halevi, Lewis &
Memon 2013). Thus, increased Internet experience increases
a user’s awareness of online threats.

Personality traits

Finally, personality traits were identified as influencing an
individual’s susceptibility to phishing attacks. The literature
that discussed the influence of personality traits on phishing
susceptibility in this study focussed on the Big Five model.
This model uses the NEO Personality Inventory (NEO PI-R)
to determine an individual’s Big Five personality traits that
assess their experiential, emotional, attitudinal, motivational
and interpersonal facets (Costa & McCrae 1992). The Big Five
personality traits linked with susceptibility to email-based
phishing are extraversion, openness and agreeableness. As
the same social engineering techniques that are employed in
phishing emails are also employed on social media platforms
(Frauenstein & Flowerday 2016), the personality traits of
people who are most susceptible to email-based phishing can
be applied to social media-based phishing. Individuals
scoring high in extraversion are sociable, talkative, optimistic
and driven (Costa & McCrae 1992). Hence, on social media,
these individuals are likely to engage in greater amounts of
social activity because of their sociable nature (Liu &
Campbell 2017). Individuals with high openness to experience
are curious and creative (Liu & Campbell 2017); online these
individuals are curious, like to explore sites and are more
likely to try all social media activities (Liu & Campbell 2017).
Moreover, individuals scoring high on agreeableness are
often trusting, amenable and giving (Costa & McCrae 1992).
In a social media environment, these individuals are more
likely to engage in online interaction; they are specifically
more likely to engage in social networking activities with
real-life friends (Liu & Campbell 2017). Interestingly, some
studies found that users scoring high in agreeableness and
contentiousness are prone to more secure behaviour online
and are not more susceptible to phishing attacks (McCormac
et al. 2017; Shropshire, Warkentin & Sharma 2015). However,
these studies did not specifically test phishing susceptibility,
whereas the studies by Darwish et al. (2012) and Alseadoon,
Othman and Chan (2015) tested phishing susceptibility
and found that high scores of agreeableness increase
phishing susceptibility. Lastly, individuals scoring high in
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conscientiousness are less susceptible to phishing attacks
(Darwish et al. 2012).

Model to reduce phishing

Based on the findings above, a model detailing how
susceptible people should engage on social media to reduce
the possibility of falling for phishing was developed. In this
case, amodel is a representation of the theoretical components
identified by answering the research question. The model
shown in Figure 3 proposes that individuals can reduce their
susceptibility to phishing on social media by being aware of
the individual factors that make them susceptible, by
increasing their ICT knowledge and by processing
information systematically. The model should be read from
the inside out, starting with processing social media content
and moving around the circle in a clockwise direction. The
inner circle illustrates the four high-level factors that
individuals need to address to reduce phishing on social
media, and the outer circle identifies the specific aspects in
these factors that the individual should consider and address.
The interaction between the corresponding inner and outer
circles is discussed at length in the following paragraph.

The most significant aspect proposed by the model to reduce
phishing on social media is processing content systematically.
This is proposed because it increases the likelihood that a user
will correctly identify deceptive messages because they are
consciously analysing the message content. By employing
systematic processing, individuals are provided with more
evidence of the validity of the information or message
(Chaiken & Eagly 1989). Thus, systematic information
processing is methodical and involves extensive, in-depth
processing of the messages and information received (Chaiken &
Eagly 1989). Although this method of processing information
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requires more cognitive effort, it significantly decreases
susceptibility to phishing attacks on social media (Frauenstein &
Flowerday 2016). To further reduce their susceptibility to
social media phishing, individuals should have basic computer
and security knowledge, as well as use the Internet frequently
to increase their awareness of online threats and social
engineering attacks. Furthermore, users can take an online
anti-phishing training course to learn how to detect phishing
attacks. Additionally, individuals should be aware of their
habits on social media. Users who use social media habitually
are more inclined to be absentminded and automatically
provide requested personal information (Vishwanath 2015b).
This awareness will allow them to be conscious of the way
they use the platform and thus they could try to engage on
social media in a conscious and attentive manner.

Moreover, individuals should be aware of potential
individual factors that could increase their susceptibility
to social media phishing such as their age, gender and
personality traits. The age group that is most susceptible to
phishing includes individuals between 18 and 25 years, and
the gender that is more susceptible is female. Increased
awareness of these factors could allow the individual to take
preventative measures such as learning how to identify
phishing scams and investing in phishing detection software.
Finally, individuals should determine their personality traits
by completing an online Big Five personality test (e.g.
https:/ /www.truity.com/test/big-five-personality-test)  to
see whether they are more inclined to fall for phishing
attacks, which will give them the opportunity to try and
behave in a more secure manner on social media. As
illustrated by the model, individuals with high consciousness
scores have a decreased likelihood of falling for phishing
attacks. These individuals tend to be dutiful and industrious
and follow the rules (Liu & Campbell 2017). Thus, the model
postulates that if individuals process content systematically,
increase their ICT knowledge, identify their personality traits
and online habits and have an overall awareness of the most
susceptible age group and gender, they should be less
susceptible to phishing on social media.

Additionally, it is important to note that social media
platforms provide controls and measures to educate users
and prevent phishing attacks. For instance, Facebook
launched phish@fb.com, a dedicated email address where
users can report phishing attempts (Facebook 2012). This
allows Facebook to investigate, blacklist and hold phishers
accountable for their actions (Facebook 2012). They also
provide users with information and steps to follow if a user
has been phished on Facebook (2020a) or if their device is
infected with malware (Facebook 2020b). Together both the
user and the social media platform are responsible for
preventing, reporting, dissolving and remaining aware of
phishing attacks. The social media platform is responsible for
educating users and providing controls to reduce phishing
attacks. On the other hand, users bear the responsibility of
staying informed regarding prevention techniques and using
the controls put in place to reduce these incidents.
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Limitations and future research

The main limitation of this review is that the effectiveness of the
model has not yet been evaluated. As such, additional research
could empirically test the proposed model and its ability to
assist in reducing phishing susceptibility to social media
phishing attacks. Moreover, country of residence could be
investigated to determine the impact of culture, Internet access
and education level on phishing susceptibility. This could also
determine which countries are targeted most by social media
phishing attacks. In addition, research should be conducted
on how to mitigate the influence of incorrect information
processing, online habits, demographics, ICT knowledge and
personality traits. This research could include the controls
social media platforms implement to reduce phishing attempts
and preventative measures an individual could follow to
reduce their susceptibility to social media phishing attacks. It
would also be useful to test the effectiveness of these controls.

Conclusion

The increasing popularity of social media sites has led to the
migration of phishing attacks to these platforms. Hence,
phishing poses a serious threat to social media users, as
phishers are able to target a significant number of victims
across various platforms such as Facebook, Instagram, Twitter
and Snapchat. In the face of evolving phishing threats, users
often lack the awareness and ability to manage these threats,
and thus they thoughtlessly engage on these platforms. As a
result of this problem, the objective of this article was to
identify the factors that contribute to phishing susceptibility
on social media and produce a model that will reduce the
likelihood that identified individuals would fall for phishing
attacks on social media. To facilitate this, a systematic literature
review was conducted to determine the specific factors that
contribute to an increased susceptibility to phishing attacks on
social media platforms. The method employed in this review
started by determining a suitable search string, and after
various rounds of screening a total of 25 articles were finally
included in the content analysis. From these articles, it was
established that women with low technical and security
knowledge between the age of 18 and 25, who habitually use
social media and process content heuristically, are more
susceptible to falling for phishing attacks. These findings
served as the basis for the proposed phishing reduction model
that facilitates an increased awareness of the factors that
influence a user’s susceptibility to social media phishing.
Based on the heuristic—systematic model, which served as the
theoretical foundation of this article, the most significant
aspect in the proposed model to reduce phishing on social
media is processing content systematically. It is hoped that the
individuals belonging to the susceptible groups identified,
who follow the model, will reduce their susceptibility to
falling for phishing attacks. Additionally, organisations can
increase their knowledge of the specific factors that contribute
to an increased susceptibility to social media-based phishing
attacks. This will enable them to identify the specific groups
that are susceptible to phishing attacks on social media to
conduct targeted security training.
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Appendix 1 Appendix 2

TABLE 1-A1: Quality assessment tool.
Variable Yes Partial No

S
Design d

E E Records identified through Additional records identified

Q1. Researcher clearly states the goals of the research? £ database searching through other sources
Q2. Researcher states why the research is important? é (n=285) (n=0)
Q3. Researcher has justified the research design? -
Conduct
Q4. Researcher makes the method followed explicit? Records after duplicates
Q5. Researcher justifies the chosen method? w removed (n = 271)

[=4
Analysis =

o Records excluded
Q6. Researcher provides a detailed description of the S - N
analysis process? gl based on inclusion

. . . Records screened criteria (n = 246)
Q7. Researcher takes contradictory evidence into _
(n=271)
account?
Q8. Researcher clearly states the findings? l Records excluded
Q9. Researcher provides adequate discussion of the - Articles Full-text articl based on
evidence both for and against the research arguments? = included after ull-text articles Second screening
. o . S | —»  assessed for (n=9)
Q10. Researcher discusses the findings in relation to the B backward . _ n=
S 8 = eligibility (n = 16)

original research question? o search (n=9)
Conclusion l
Q11. Researcher discusses the contribution the study Studies included
makes to existing knowledge or understanding? in qualitative
Q12. Researcher identifies new areas where research is synthesis (n =25)
still necessary? -

(3
Q13. Research discussed whether or how the findings .= l

A e s 3
can be generalised to other situations/populations? E Studies included
General in quantitative
Q14. Researcher has written the article in a clear and synthesis
coherent manner? (meta-analysis)
(n=25)

FIGURE 1-A2: Preferred Reporting Items for Systematic Reviews and Meta-
Analyses flow diagram.
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Appendix 3

TABLE 1-A3: Sample of articles used for content analysis.
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